MpunoxeHue N 2
MHO®OPMALIMOHHAA NMAMATKA
OnA OBYHAKOLWKMXCA AnA PASMELWLEHUA
HA O®ULUNATIbHbIX MHTEPHET-PECYPCAX

C kaablM roaoM MOSOLEXMU B MHTEPHETE CTaHOBUTbLCA Bonblue, a LWKOMbHUKA OOHU 13
cambIX aKTUBHbIX Nonb3oBaTenen PyHeta. Mexay TeM, MOMUMO OrPOMHOrO KonuyecTsa
BO3MOXXHOCTEMN, UHTEPHET HeceT M npobnembl. OTa MamsaTKa [OMKHa noMmoyb Tebe
©Ge3onacHoO HaxoauTbCs B CETU.
KomMnbioTepHble BUPYChI
KoMnbioTepHbIA  BUPYC - 3TO  Pas3HOBWUOHOCTb  KOMMbIOTEPHbLIX  Mporpamm,
OTNUYUTENBHON OCOBEHHOCTLIO KOTOPOMW SABMNAETCH CrOCOBHOCTb K pasMHOXeHuwo. B
OOMOMHEHNEe K 3TOMY, BUPYCbl MOTYT MOBPeauUTb WU MOJNTHOCTbH YHUUTOXUTL BCe
dannbl M paHHble, MOOKOHTPOSIbHbIE MOMb30BaTeNd, OT MMeHW KoToporo 6bina
3anyljeHa 3apaXeHHas nporpaMma, a Takke MoBpeguTb WKW JaXe YHUYTOXUTb
onepaluoHHyl0 cucTemy co Bcemu dannamum B uUernom. B 6GonblunHCTBE cryyaes
pacnpoCTPaHATCH BUPYChl Yepes3 UHTEPHET.
MeToapl 3aLMThbl OT BP€AOHOCHbIX NPOorpamMm:
1. Micnonb3yin coBpeMeHHble onepaunoHHble CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb
3aWmThl OT BPE4OHOCHbIX NPOorpamm;
2. llocTosiHHO ycTaHaBnuBan naytu (LMdpoBble 3annaTku, KOTopble aBTOMaTU4EeCKM
yCTaHaBNMBawTCA C LUenblo opaboTku nporpamMmbl) U apyrue OOHOBNEHUS CBOew
ornepaunoHHor cuctembl. Ckauneam UX TOMbKO C oduLManbHOro canta paspaboTtymnka
OC. Ecnu cylecTByeT peXxXnumMm asToMaTU4eckoro obHOBNEHWS, BKIHOUU €ro;
3. Pabotam Ha cBoeM KOMMblOTEpPEe Mo MpaBamMu Monb3oBaTens, a He
agMuHUcTpaTopa. OTO He Mo3BoNMT OONbLUMHCTBY BPEAOHOCHBIX MPOrpaMm
WHCTanNMpoBaTbCA Ha TBOEM MNEPCOHaNIbHOM KOMIMbIOTEPE;
4. Vcnonb3yh aHTUBUPYCHbIE NMpOrpaMmMHble NPOAYKTbl M3BECTHbIX NpPou3BoauTeENen, ¢
aBTOMaTU4yecknum obHoBneHnem 6as;
5. OrpaHunyb pusnyecknt 4oCcTyn K KOMMNbIOTEPY ANA NOCTOPOHHUX NNLL;
6. Micnonb3ayn BHeLWWHWE HocUTenn MHopMauuKn, Takue Kak cnellka, gnuck unu dpann us
WHTEPHEeTa, TONbKO U3 NPOBEPEHHbBIX UCTOYHUKOB;
7. He oTkpbiBa KOMNbIOTEPHbIE ansbl, NOIyYeHHble U3 HEeHadeXHblX WCTOYHUKOB.
[axe Te dpannbl, KOTOpble NMpuUcnan TBoM 3HaKOMbIW. Jlydlle yTOYHM Y Hero, oTnpasnsan
nu oH Tebe nx.
Cetu WI-FI
Wi-Fi - 3To He BuA nepefaun JaHHbIX, HE TEXHOMOrMA, a BCero nullb OpeHa, mapka.
Euwe B 1991 rogy HugepnaHackas komnaHua sapernctpuposana bpeHg "WECA", uto
obosHayano cnosocoyeTaHne "Wireless Fidelity", koTopbln nepeBoauTCca Kak
"BecnpoBogHaa TOYHOCTL".
[o Hawero BpemeHu powna gpyras abbpeBuaTypa, KOTOpas SBMAETCA TaKoW Xe
TexHornornen. 3to abbpesunatypa "Wi-Fi". Takoe HasBaHue BbINo JaHO ¢ HAMEKOM Ha
CTaHgapT Bbicllen 3ByKoBoW TexHuUkM Hi-Fi, 4uTo B nepesBofe O3HauvaeT "BblCOKas
TOYHOCTb".
[a, 6ecnnaTHbIn UHTEPHET-4OCTYN B Kade, OTenax 1 asponopTax ABMAseTcs OTIIMYHOM
BO3MOXHOCTbIO BbIXo4a B WHTepHeT. Ho MHorMe 3KcnepTbl CYMTAKT, YTO
obwepnoctynHble Wi-Fi ceTn He aBnaTca 6e3onacHbIMA.
CoseTbl No 6e3onacHocT paboTbl B 0blegocTynHblx ceTax Wi-fi:
1. He nepepaBan cBOKWO NUYHYy0 UHpopmauuio vepes obuenoctynHole Wi-Fi cetu.
PaboTas B HUX, XXenaTenbHO He BBOAUTL Naponuv 4OCTyNa, NOrMMHbl U Kakue-To HoMepa;



2. Vicnonb3yn n obHOBNAW aHTUBUPYCHbIE NporpamMmmbl U OpaHamayep. Tem cambiM Tol
obesonacullb cebs OT 3aKayku BUpyca Ha TBoe YCTPOUCTBO,

3. lNpu wncnonesosanHun Wi-Fi otknoun dyHkuyuio "Obwmn goctyn K dannam u
npuHTepam”. [JaHHas QyHKUMS 3aKkpbiTa MO YMOSMYaHUIO, OAHAaKO HeKoTopble
nonb3oBaTenu akTUBUPYIOT ee Ans yaobcTsa ucnonb3oBaHnsa B pabote unm yyebe;

4. He wvcnonb3yn nybnuudbin WI-FI gna nepegauv nuyHbIX AaHHbIX, Hanpumep Ans
BbIXOAa B coLuanbHble CETU UM B 3NIEKTPOHHYIO MOYTY,

5. Wcnonb3ayn Tonbko 3awjuileHHoe coeanHeHune yepes HTTPS, a He HTTP, 1.e. npwu
Habope Beb-agpeca sBoan nmeHHo "https://";

6. B wMobunbHom TenedoHe oTknounm  dyHkumo  "lMNogknouyeHne Kk Wi-Fi
aBTOMaTudeckn". He gonyckan aBTOMaTU4ECKOro MOAKMOYEHUS YCTPOUCTBa K CeTAM
Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTu

CouunanbHble ceTU akTUBHO BXOAAT B Hally XWU3Hb, MHOrMe roau paboTarT U XKUBYT
TaM nocTosiHHO, a B Facebook yxe 3apernctpuposaH mMunnuapg 4ernosek, 4YTO
ABMSeTCA OfHOM cefbMOW Bcex xuTenen nnaHeTtbl. MHorve nonb3oBaTenu He
MOHUMAIOT, YTO UHdOPMaLUs, pa3MeLleHHas UMW B couuarnbHbIX CETHAX, MOXET ObiTb
HangeHa W uUcrorb3oBaHa KemM yrogHo, B TOM uucrne He obAsatenbHo ¢ 6narvmu
HaMepeHUsaMU.

OcHoBHble coBeTbl M0 6e30MacHOCTU B coLMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y T1eba B Opy3baAX He [OOMKHO OblTb CriyvyamHbiX ¢
He3HaKoMbIX Noaen;

2. 3awmuian cBOK YacTHYHK XU3Hb. He ykasbiBaw naponu, TenedoHbl, agpeca, gaTty
TBOEro pOXOEHUS W Opyrylo INUYHY0 UWHpopmauuio. 3royMbILUNIEHHUKU  MOryT
ncrnomnb3oBaTbh faxe WHoOpMauulo O TOM, Kak Tbl U TBOW poauTenu nnaHupyeTte
NPOBECTU KaHUKYbI;

3. Bawmwan cBo penyrtayuio - JepXn ee B YNCToTEe 1 3agasan cebe Bonpoc. xorten
Obl Tbl, YTODOLI gpyrve nonb3oBaTeNnu BUAENU, YTO Thbl 3arpyxaewb? Nogyman, npexge
4YeM YTO-TO OonybrnukoBaTb, HaNUcaTb U 3arpy3nTb;

4. Ecnu Tbl roBOpULLb C MOObMU, KOTOPbIX HE 3Haellb, He UCMOoMb3yh CBOe pearibHoe
UMSA U OPYryto NMMYHY0 UHOPMaLUUU: UMS, MECTO XUTErNbCTBa, MECTO y4ebbl 1 npodee;
5. N3beran pasmellenus gotorpacdun B VIHTepHeTe, rae Tbl n300paXKeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO onpeaenuTb TBOE MEeCTOMOSOXKEHUE;

6. Npu peructpauumn B coynanbHoON ceTu HeoBXoaMMO MUCMONb30BaTh CIOXHbIE MapOu,
cocTosme n3 byks 1 UMdp 1 C KONMYECTBOM 3HaKOB He MeHee 8;

7. Ina coumansHon ceTu, NoyTbl U ApYrux cantoB HeobXxoaAMMO UCMoNb30BaTh pa3sHble
naponu. Toraa ecnu Tebs B3NOMaoT, TO 3MIOYMbILLMNEHHUKN Mofy4vaT AOCTYN TOSbKO K
OLHOMY MECTY, a He BO BCe cpasy.

OreKTPOHHbIE OEHbIN

OnNeKTPOHHblIE OEeHbM - 3TO OYeHb YOOOHbLIM cnocob nnaTtexen, OgHaKo CyLLEeCTBYHOT
MOLLEHHUKMN, KOTOPblE€ XOTAT MONyYUTb 3TU AEHbIN.

OreKTpOoHHble AeHbr MOSABUIIUCL COBCEM HEOABHO U MMEHHO U3-3a 3TOr0 BO MHOMMUX
rocygapcreax o CUX Mop He NPOonucaHo Npo HUX B 3aKOHaXx.

B Poccun e OHU PYHKUMOHUPYIOT U O HUX YXe MpOonuMcaHo B 3akoHe, rae ux
pas3fgensitoT Ha HeCKOIbKO BUMAOB - aHOHUMHbIE U HE aHOHWUMHbIe. PasHuua B TOM, YTO
aHOHWMHblE - 3TO Te, B KOTOpPbIX paspellaeTca npoBoauTb onepauun 6es
noeHTudKaumm nonb3oBaTens, a B HeaHOHUMHbIX UOeHTUUKauus nonb3oBaTens
ABrseTca obasaTenbHON.

Takke cnegyeT pasnuuaTb ANEKTPOHHble ouaTHble AeHbrM (paBHbl rocygapCTBEHHbIM
BanTaM) W ONEeKTPOHHble HedwuaTHble [eHbln (He paBHbl rocyaapCTBEHHbIM
BanoTam).

OcHoBHble coBeTbl Mo be3onacHon paboTe ¢ 3MEeKTPOHHbIMU OEHbraMu:



1. TpuBskn K cyeTy MobunbHbIM TenedoH. 3To caMbli yOOOHbIM U BbICTPLIM cnocob
BOCCTaHOBUTb AOCTYN K cyeTy. [puBasaHHbI TenedoH NoMoXeT, ecnu 3abyaellb CBOK
nnaTexHbl Naporb Unu 3anjellb Ha calT C HE3HaKOMOro YCTPOWCTBa,

2. Ncnonb3yn ogHopasoBble naponu. [locne nepexoda Ha YCUMEHHYH aBTopusauuio
Tebe yxe He BygeT yrpoxaTb ONacHOCTb KpaXku Unu nepexsara nnaTexxXHoro naporns,

3. Bbibepu crnioxHbln naponb. [lpectynHukam OygeT He npocTo yragaTb CIIOXKHbIN
naponb. HagexHble naponu - 3aTo nNapornu, KoTopble cogepXaT He MeHee 8 3HaKoB U
BKMoYaloT B cebs CcTpoyHble W MponucHble BykBbl, LUUdPbl U HECKOMbKO CUMBOIIOB,
Takue Kak 3Hak gonnapa, doyHTa, BocknuuaTenbHbI 3Hak u T.n. Hanpumep, $tRONng!;;

4. He BBOOW CBOU NUYHbIE JaHHbIEe HA canTax, KOTOPbIM He JoBepSeLlb.

OreKkTpoHHas rnoyta

OreKTpoHHas noyTa - 3To TEXHONOrMsA U NpeJocTaBseMble ero YCryru rno nepechbinke u
MOSTyYEHUIO SBMEKTPOHHbIX COODLEeHUA, KOoTopble pacnpefensiTcss B KOMMbOTEPHON
cetn. Ob6bIYHO 3MEKTPOHHbLIN TMOYTOBbLIA AWK BbIMAAUT Criegywmm  obpa3som:
UMS_ronb3oBaTeni@umMsa_aomMeHa. Takke KpoMe nepefayun npocToro TekcTa, UMeeTcs
BO3MOXHOCTb NnepefasaTth haunnbl.

OcHoBHble coBeTbl Mo besonacHom paboTe ¢ 3NeKTPOHHON NMOYTOMN:

1. Hago BbibpaThb npaBumbHbIN NOYTOBLIN CepBUC. B MHTEpHETE €CTb OFPOMHbLIN BbibOp
DecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Iyylle O0BEepsiTb TEM, KOro 3Haellb W KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NIUYHOM MOYTE NUYHYKO UHpopmauuo. Hanpumep, nyywe BblbpaTtb
"My3blKanbHbIM_haHaTt@" nnm "pok2013" BmecTto "Temal3”;

3. Vicnonb3yn oByxaTanHyo aBTopu3auuio. 3To Korga noMuMo Maposs HY>KHO BBOOUTb
koA, npucbinaemei no SMS;

4. Bblbepn crnoxHbld naponb. [Ona Kaxgoro noytoBoro sujuMka [OMmKeH ObiTb cBOW
HageXHbI, YCTOMYMBLIN K B3NTOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb Hanucarb CamoOMy CBOW JINYHbIW BOMPOC, UCMNOSNb3yn 3Ty
BO3MOXHOCTb;

6. Vcnonb3yh HeCKONbKO MOYTOBLIX SAWMKOB. [lepBblM ONS 4YacTHOM MNepenucku c
agpecaTtamu, KOTOpbIM Tbl [JoBepsiellb. 3TO JrEKTPOHHbIA afpec He Hago
ncrnonb3oBaTh NpU perucTpauum Ha popymax u cantax;

7. He oTkpblBan dpannbl U gpyrve BrOXKEHUA B NMUCbMaXx, OaKe eCn OHM NPULLK OT
TBOMX Apy3en. Jlydlie yTOYHU Yy HUX, OTApaBnsanu nu oHu Tebe atu dbannsl;

8. lNocrne okoH4YaHWs paboTbl Ha MOYTOBOM CepBUCE MNepern 3aKkpbiTUEM BKIMagKu C
canToM He 3abyab HaxkaTb Ha "Bbintu".

KnbepOynnuHr unu supTyanbHOe n3fnesaTenbCTBO

KubepbynnuHr - npecnegosaHue coobueHnaMu, cogepxallMmu ockopbrneHus,
arpeccuvio, 3anyrMBaHue; XyrnuraHcTBO; couuarnbHoe OOMKOTUpPOBaHUE C MOMOLLbLIO
pas3fUYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo bopbbe ¢ knbepbynnuHrom:

1. He ©pocaicsa B 6on. Jlyywmn cnocob: nocoseToBaThCs Kak cebs BECTU U, ecrnun HeT
TOro, K KOMy MOXHO 0OpaTuTbCs, TO BHadarie YCMOKOUTbCA. EcCnu Tbl HaudHellb
oTBeYyaTb OCKOpbrneHusiMu Ha ockopbrneHusi, TO TOmNbKo elle Oonblle pa3oxKellb
KOHPINKT;

2. Ynpasnsawn cBoen knbeppenyrauumen;

3. AHOHUMHOCTL B ceTn MHumas. CyllecTBYKOT cCrnocobbl BbISCHUTb, KTO CTOUT 3a
aHOHWMHbIM aKKayHTOM,;

4. He cTtounT BecTu XynuraHckumi obpas BupTyanbHON XusHu. VIHTepHeT dukcupyeT Bce
TBOW OEWCTBUSA U COXpaHAeT ux. YaanuTtb ux bygeTt kpaviHe 3aTpyaHUTENbHO;

5. Cobntogan cBot0 BUPTYarnbHYH YeCTb CMOSOAY,

6. WrHopupyn eguHwyHbin HeraTuB. OpgHopasoBble oOcCKopbuTernbHble cooOLeHus
nyJywe urHopuposaTb. OBbIYHO arpeccus npekpallaeTcs Ha HayarnbHOW cTaguu,



7. baH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMW COODLlEeHUsAMKU, B
coumanbHbiX CeTAX eCTb BO3MOXHOCTb OIOKMPOBKM OTNpPaBKM COOOLUEHMN C
onpefeneHHbIX aapecos;

8. Ecrm TbI cBugeTteno KubepOynnuHra. TBou [OeNCTBUA. BbICTYNUTbL MNPOTUB
npecnegosaTenis, MNokasaTb €My, 4YTO ero [AeWCTBUS OLEeHUMBAlTCH HeraTusHO,
nogaepKaTb XXepTBY, KOTOPOW Hy)XXHa Ncuxonornyeckas nomollb, coobLwuTb B3pOCbiM
0 hakTe arpeccuMBHOro NOBEAEHUSA B CETMU.

Mo®uneHbIn TenedoH

CoBpeMeHHble cMapTgOHbl W MnaHWweTbl cofepxaT B cebe BMNomHe B3pOCHbIN
byHKUMOHAn, 1 Tenepb OHN MOTYT KOHKYPUpPOBaTb CO CTaLWMOHapPHbIMU KOMMbOTEPaMU.
OpHako, cpeacTs 3awWwmThl 4N NogOOHbIX YCTPOMUCTB NoKa oveHb Mano. TecTuposaHue
Y NMOUCK YSI3BUMOCTEN B HUX MPOUCXOOUT He TaK MHTEHCMBHO, kKak ans lNK, To xe camoe
KacaeTcsa U MOBUNbHbIX MPUNOXEHWIA.

CoBpeMeHHble MoOOUNbHble Opay3epbl YXe TMpakTUYecku [OOorHanM HacTofbHble
aHanoru, ogHako paclumpeHnve dyHKuMoHana BrnevyeT 3a cobort 6onbLUyH CINOXHOCTb U
MEHbLLY0 3aLMLLEHHOCTb.

[aneko He Bce Npou3BoaUTENU BbiNycKaloT OOHOBNEHUSA, 3aKpbiBaloLne KpuTudeckune
YS3BUMOCTU AN CBOUX YCTPOWCTB.

OcHoBHble coBeThbl Ana 6e3onacHOCTN MOBUMNLHOrO TenedoHa:

Huyero He aBnseTcs no-HacToswemy 6ecnnatHbiM. Byab ocTopoxeH, Befb korga Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakue-TO MraTHble
yCcnyru;

Hdyman, npexge yem otnpasute SMS, doTo unn Bnaeo. Tbl TOYHO 3HaeEllb, rOe OHU
OyayT B KOHEYHOM utore?

Heobxoanmo oBHOBMATL ornepaLmMoHHY0 CUCTEMY TBOEro CMapTdoHa;

Micnonb3yn aHTUBUpPYCHbIE NMporpaMmmbl 519 MOOUIbHBIX TeNedOoHOB;

He 3arpyxai npuroXeHus oT HEW3BECTHOIO WCTOYHWKA, BeOb OHW MOTYT coepXaTb
BpeAOHOCHOe nporpaMmHoe obecneveHue;

[Mocrne Toro Kak Tbl BblMAelWb C cauTa, rge BBOAWI FIMYHYK MHopMauuio, 3angu B
HacTpouku bpaysepa n yganu cookies;

[MNepuoanyecku npoBepsan, Kakne nnaTHble YCNyrm akTUBMPOBaHbI Ha TBOEM HOMEPE;
[laBan cBon Homep MobunbHoro TenedgoHa TOMbKO NAAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLlb;

Bluetooth gormkeH BbITb BbIKMHOYEH, KOrga Thl UM He nonb3yelbcs. He 3abbiBan nHorga
NpoBepATb 3TO.

Online wurpsbl

CoBpeMeHHble OHMawmH-Urpbl - 3TO KpacouyHble, 3axBaTbiBalollMe pasBlieYeHus,
o0 beguHsAILME COTHU ThiCAY YeroBek Nno Bcemy mupy. Mrpoku nccnegytoT AaHHbIA UM
MUp, obLalTcsa Opyr C APYroM, BbIMOMHAKT 3afaHuUs, CPaXKalTCA C MOHCTpamMu U
nonyyawT onbiT. 3a yOoOBONbCTBME OHW MMATAT: MOKYNawT OWUCK, OnfaynsBaroT
aboHeMeHT nnu npuobpeTatoT Kakne-To onuuu.

Bce aTu cpeactBa uayT Ha noggepKaHuMe U pasBUTUE UIPbl, a TakKe Ha camy
©e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOpPU3aLUK, BbiMyCKaOTCA HOBbIE NaTyu
(undppoBbie 3annaTkv ANA NporpaMm), 3aKpbiBalOTCH YA3BUMOCTY CEPBEPOB.

B nogoBHbIX urpax CToMT onacaTbCA He CTOSIbKO CBOMX COMEPHUKOB, CKOMBbKO KpaXku
TBOEro naposs, Ha KOTOPOM OCHOBaHa cucTema aBTopusalmy 6onbLIMHCTBA Urp.
OcHoBHble coBeTbl N0 6e30MacHOCT TBOEro UFPOBOMO akKayHTa:

1. Ecnu gpyron urpok BegeT cebsa nnoxo unm cosgaeT Tebe HenpuATHOCTK, 3abnoKupym
ero B CNucke UrpoKos;

2. [Moxanynca agMuHUCTpaTtopam Wrpbl Ha Mfioxoe MoBedeHue 3TOro WUrpoka,
XenaTtenbHO NPUNoXnTb Kakne-To JoKkasaTeNnbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nuyHyto nHgpopmaumo B npodanne urpsbl;



4. YBaxan gpyrnx y4acTHUKOB Mo Urpe;

5. He ycraHaBnueamn HeoduLumuansHble naTtyn 1 Moabl,

6. icnonb3yi CroXHble 1 pasHble Naponu,

7. Daxe BO BpeMsi Urpbl He CTOUT OTKNYaTb aHTuBUpycC. [loka Tbl urpaellb, TBOW
KOMMbIOTEP MOTYT 3apasuTb.

OULIVHT N KpaXka NUYHBIX JaHHbIX

Ob6bluyHOM KpakeW [OeHer U OOKYMEHTOB CerogHs YXe HUKOro He yauBULLb, HO C
pasBUTUEM WHTEPHET-TEXHONOMMU 3M0YMbILLSIEHHUKU MepeMecTUnucb B UHTEPHET, U
NpoAoIIKaloT 3aHMMaTbCs "NbumMbiM™ gernom.

Tak nosBunack HoBas yrpo3a: UHTEPHET-MOLUEHHUYEeCTBa UM (ULLIMHT, rmaBHas Lerb
KOTOpPOro COCTOUT B MOfyYeHUn KoHdpuaeHUManbHbiX OaHHbIX Monb3oBaTernen -
NornHoB K naponen. Ha anrnuickom asbike phishing untaetca kak douwmnHr (ot fishing -
peibHasa noens, password - Naponb).

OcHoBHble coBeThl Mo 6opebe ¢ pULLNHIom:

1. Cnegn 3a cBouM akkayHToM. Ecnu Tbl nogospeBaellb, 4YTO TBOA aHKeTa Obina
B3NoMaHa, To Heobxogumo 3abnokupoBaTh ee 1 coobWUTL agMUHUCTpaTopam pecypca
00 3TOM KaK MOXXHO CKOpee;

2. Wcnonb3yn 6es3onacHble Beb-canTbl, B TOM u4ucre, WHTEPHET-MarasMHos W
MOUCKOBbIX CUCTEM,;

3. Vcnonb3yn cnoxHble U pasHble naponu. Takum obpasom, ecnn Tebsa B3nomatoT, TO
3r0yMbILLMIEHHUKN NorlyyaT AOCTYN TOMbKO K 04HOMY TBOEMY Npodusiio B CETK, a He KO
BCEM;

4. Ecriv Tebs B3nomanu, To Heobxooumo npefynpeauTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebss B Apy3bsaX, O TOM, YTo Tebs B3riomanu 1, BO3MOXHO, OT
TBOEro umeHu bygeT paccblnaTbCsi Cnam U CCbINTKU Ha PULLIMHTOBbIE CalThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTknoumn coxpaHeHwne napons B Opaysepe;

7. He oTkpblBan cpannbl U gpyrve BrOXEHUA B NMUCbMaX, OaXe eCni OHM NPULLK OT
TBOMX Apy3en. Jlydlle yTOYHU Yy HUX, OTAPaBsanu nu oHu Tebe atn dpannbl.

Lindposas penytauus

LindppoBas penytaums - 370 HeraTuBHasa Unv No3nTUBHas UHopMauusa B ceTu o Tebe.
KomnpomeTupyowas vHpopmauus, pasMmelleHHas B UHTEpPHETe, MOXET Cepbe3HbiM
obpa3omMm OTpasnTbCa Ha TBOeW peanbHou XusHWu. "Lindposas penytaumus” - ato TBOMU
UMUK, KOTOpbIN hopMupyeTcsa n3 nHpopmarmm o Tebe B UHTEpPHETE.

TBoe mMecTO XuTenbcTBa, y4yebbl, TBoe UHaAHCOBOE TMoOrioXeHne, ocobeHHOoCTH
XapakTepa 1 pacckasbl 0 bM3Kux - BCce 3TO HakannmeaeTcsl B CETU.

MHorue nogpocTKU IerkoMbICIIEHHO OTHOCHATCA K nybnukauun nudHon nHdopmauun B
NHTepHeTe, He NoOHMMas BO3MOXHbIX NocrneacTBu. Tbl Jaxe He CMOXellb JoragaTbes
0 TOoM, 4YTO poTorpacus, pasmeLleHHasa 5 neT Hasag, ctana NpUYMHOW oTKasa MNpPUHATb
Tebs Ha paboTy.

KomMmeHTapun, pasmelleHne TBoux doTorpacduim M gpyrue OeucTBus MOryT He
NCYE3HYTb Jake nocre Toro, Kak Tbl UX ydanuub. Tbl HEe 3Haellb, KTO COXpaHwuI 3Ty
WHpopmauuio, nonarsa fM OHa B MOWUCKOBblE CUCTEMbl U COXpaHWfacb N OHa, a
rmaBHoOe: 4YTO MnogymaroT o Tebe okpyxawliue rMoau, KoTopble HauayT U yBUAAT 3TO.
Hantn nHdpopmaumio MHOTo fneT CrycTa CMOXeT Mobon - Kak M3 4obpbix NobyKaeHun,
Tak U C HaMepeHUeM NPUYNHUTL Bped. 3TO MOXET ObITb KTO YrogHo.

OcHoBHble coBeTbl Mo 3aLuTe U poBoKn penyTauun:

1. MNogyman, npexge 4yeMm 4To-TO NybnukosaTb U nepefasaTtb Y cebsa B 6riore unu B
couunanbHou ceTy;

2. B HacTponkax npocunsa ycTtaHOBU OrpaHUYeHus Ha NpoCcMOTpP TBoero npodouns u ero
COOEPXMMOro, caenan ero Tonbko "ana gpysen”;



3. He pasmelyan n He ykasbiBanm MHopmMaLmo, KoTopas MOXeT Koro-nmbo ockopbnatb
unn obuxaTtb.

ABTOpCKOE npaso

CoBpeMeHHble LUKOMbHUKM - aKTUBHble MoNnb3oBaTenu LUUgpoBOro npocTpaHcTsa.
OpHako ganeko He BCe 3HAOT, YTO MOSMb30BaHWE MHOMVIMU BO3MOXKHOCTSMU Lindpposoro
Mupa TpebyeT cobrniiogeHnsa npas Ha MHTENMNeKTyanbHy coOBCTBEHHOCTb.

TepMuH "MHTennekTyanbHas COOCTBEHHOCTH" OTHOCUTCA K pasfUYHbIM TBOPEHUAM
YerloBeYeCcKoro yma, HauMHas C HOBbIX M300peTeHu K 3HaKoB, 0DO3HauYarLWmX
cobCTBEHHOCTb Ha MpPOAYKTbl W yCnyrn, U 3akaHumBas KHUramu, dpoTtorpacpuamm,
KWHOhUnbMamm 1 My3blKarbHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME npaBa - 3TO NpaBa Ha MHTENNEeKTyarnbHyt cOOCTBEHHOCTb HA Npou3BeaeHUs
HayKku, nuTepaTypbl U UCKycCcTBa. ABTOpPCKWE MpaBa BbICTYNalT B KayeCcTBe rapaHTuu
TOrO, YTO UHTENNEKTyarnbHbIV/TBOPYECKUA TPy aBTopa He OyaeT HanpacHbIM, 4acT emy
cnpaBednvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAaa, MomnyyuTb
N3BECTHOCTb U nMpu3HaHue. Hukto 6e3 paspelueHns aBTopa He MOXET BOCNpPOU3BOAUTL
ero npousBefeHue, pacnpocTpaHaTb, NyOGnuYHO AeMOHCTpupoBaTb, NpoLaBaTh,
UMMOpPTUPOBaTb, NyckaTb B MpokaTt, NybnnuyHO UCMOMHATb, MOKasblBaTb/UCMOMHATL B
achupe unu pasmellaTtb B MIHTepHeTe.

Micnonb3oBaHue "nupaTtcKkoro” nporpaMmHoro obecrneyeHns MoxeT NPUBECTU K MHOTUM
puUcCKaMm: OT NoTepu AaHHbIX K TBOMM akkayHTam 0 OOKMpOBKM TBOEro YCTPOWUCTBa, rae
yCTaHOBfeHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble U GecnnaTHble NporpamMmMbl, KOTOPbIE MOXHO HaWTh B CETU.

O noptane

CeTeBu4yoK.pdp - TBOW rMaBHbI COBETYMK B CeTU. 34ecb Thl MOXelWb Yy3HaTb O
BGesonacHOCTM B CETU MOHATHbBIM W [JOCTYMHbIM $S3bIKOM, a MNPU BO3HWKHOBEHUU
KpUTUYECKOM cuTyauum obpatutbcs 3a coBeTOM. A Takke MpUHATbL YyyacTve B
KOHKypCax 1 CTaTb CambiM LU(POBbIM rpaXkgaHnHom!



