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Mpunoxexne N 1
NAMATKA
Onsa osYYAKOLWMXCcA 06 UHOOPMALMOHHOW BE3ONACHOCTU OETEN

HEJ1b3A
1. Bcem nogpsg coobuiaTtb CBOK YaCTHYH MHopMaunio (HacTosilme nmsi, aMunnuto,
TenedoH, agpec, HOMep LWKOSbI, a Takke poTorpadmm CBOWU, CBOEN CEMbU U ApYy3en);
2. OTKpbiBaTb BrIOXEHHblE (pannibl  SMNEKTPOHHOW MOYThbl, KOrga He 3Haellb
oTnpasuTens;
3. [pybutb, npuavpaTtbCs, OKasbiBaTb [aBrfieHWe - BeCTU cebs HEeBEeXnMBO U
arpeccuBHo;
4. He pacnopsikancss geHbramu TBOEW cembu 6e3 paspelleHus CTapliux - Bcerga
crnpawumean poanTenemu;
5. He BcTpevanca ¢ MHTepHeT-3HaKOMbIMW B pearibHOW XU3HW - MOCOBETYWCHA CO
B3pOCbIM, KOTOPOMY OBeEpPSiELb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yuntaews o cebe HenpaBay B VIHTepHeTe - coobum 06 aTtom
CBOVM pOaUTENAM UMK ONeKyHaM;
2. MNMpvrnawatoT nepenncbiBaTbCs, Urpatb, 0OMeHUBaTLCS - NPOBEPbL, HET NN NOABOXA;
3. He3akoHHOe konnpoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBan B3pocCsibiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Wcnonb3yn HacTponkm 6Ge3onacHOCTM M MpuBaTHOCTU, YTOObI HE MOTEepATb CBOMU
aKKayHTbl B COLICETSIX U OpYyrnx nopTanax.
MOXHO
1. YBaxawn gpyrmx nonb3oBaTenen;
2. Nonb3yewbca IHTEPHET-UCTOYHUKOM - ernain CCbIfKy Ha Hero;
3. OTKpbIBaK TOMBbKO T€ CChISIKK, B KOTOPbIX YBEPEH;
4. ObLwaTtbcsa 3a NOMOLLbIO B3POCHbIM - POAUTENMU, ONEKYHbl U aMUHUCTPALNA CauToB
BCcerga nomoryr;



5. lMponan obyvyeHne Ha cante "CeTeBu4oK" W nonydn nacnopt uUMEPOBOro
rpakgaHuHa!

MpunoxeHne N 2

MHPOPMALIMOHHASA NAMATKA
Ond oby4YAKRLWUXCA onAdA PASMELLEHUA
HA OPULUNATIbHbIX MUHTEPHET-PECYPCAX

C KaxgblM rogomM MOMoAEeXN B UHTEPHETE CTAaHOBUTLCS BonbLUe, a LUKOMbHUKN O4HU U3
caMblIX aKTMBHbIX Nosib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO KOnn4ecTsa
BO3MOXHOCTEN, UHTEPHET HeceT M npobnembl. JTa namsitka [OMKHa nomModb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln  BUPYC - 3TO  PasHOBUAHOCTb  KOMMbIOTEPHLIX  MpOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SIBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWe K 3TOMY, BMPYCbl MOTyT MNOBPEAUTb WM MOSIHOCTBIO YHUYTOXUTb BCE
dannbl M JaHHble, NOLKOHTPOSbHbIE MOSIb30BaTEND, OT WMMEHUW KOToporo Obina
3anylweHa 3apaxeHHas nporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
ornepaumoHHyl0 cuctemy co Bcemu davnamu B uUenomMm. B GonblMHCTBE criyvyaeB
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.
MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:
1. icnonb3yn coBpeMeHHble onepaunoHHbIE CUCTEMbI, UMEKOLLME CEPbE3HbIN YPOBEHb
3aWMTbl OT BP€AOHOCHbIX MporpamMm;
2. lNocTosiHHO ycTaHaenvBan nadtn (UMdpoBble 3annaTkyi, KOTOpble aBTOMAaTUYECKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpamMmmbl) U apyrme OOHOBMEHUS CBOeu
onepaumoHHon cuctembl. CkadmBam Ux TONMbKO C oduumManbHOro canta paspabotymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4eCcKkoro 0OHOBMEHNS, BKIOYU €r0;
3. Pabotan Ha cBoeM KOMMbKOTEPE MOA NpaBamMu nofb3oBaTens, a He
agMuHuUCTpaTopa. 3TO He NOo3BOSIUT  OOMbLUMHCTBY BPELOHOCHLIX Nporpamm
MHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbl U3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTM4eCKMM oOHOBNeHnem 6as;
5. OrpaHunyb om3nyeckmin 4OCTYN K KOMMNbIOTEPY AS11 NOCTOPOHHUX NnL;
6. Vicnonb3yin BHeLWHWE HOCUTENN MHOPMaLUK, Takne Kak dnewlka, AUcK nnv ann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMblOTEPHbIE (hansibl, NONyYeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB.
[axe Te danrnbl, KOTOpble NpuUcran TBOW 3HAKOMbIW. Jlyylle yTOYHM Yy Hero, oTrnpasnsan
nn oH Tebe ux.
Cetn WI-FI
Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOIMSA, a BCero nuwb 6peHn, Mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpuposana 6peng "WECA", uto
obosHavyano cnosocoyeTaHne “"Wireless Fidelity", koTopbin nepeBoauMTCa  Kak
"GecnpoBogHast TOMHOCTL".
[lo Hawero BpemeHu powna gpyras abbpesuatypa, KOTopas SABNSAETCS TakoW xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHgapT Bbiclen 3BykoBouM TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, oTensx n asponoprax ABNAeTCs OTANYHOMN
BO3MOXHOCTbIO BbIXo4a B WHTepHeT. Ho MHorme akcnepTbl CYMTAKOT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.
CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepepaBan cBow nu4Hyto MHpopmauuio vepes obwenoctynHele Wi-Fi cetu.
PaboTtas B HUX, )xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakme-To HOMepa,;



2. Vicnonb3yn n o6HOBNSAM aHTMBUPYCHbIE NporpamMbl U GpaHamayep. TeMm cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpu wncnonb3zoBaHun Wi-Fi oTknioum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Angd yaobcTea Mcnonb3oBaHns B paboTte nnm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B couManbHble CETU UMW B SNIEKTPOHHYHO NMOYTY;

5. Mcnonb3yi TonbKo 3alumilieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B wmobunbHoM TenecoHe oOTkAuM  yHkumMo - "TlogkntoveHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEero cornacus.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B HalUy XW3Hb, MHOrMe nogn paboTtarT U XusyT
TaMm MOCTOsIHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBek, 4TO
ABNAETCA OOHOW CeadbMON BCex Xutenew nrnaHeTtbl. MHoOrme mnonb3oBaTenn He
NOHMMaOT, YTO MHGOPMaUKs, pasMeLLeHHass UMM B COLUMAnbHbIX CETAX, MOXET ObITb
HangeHa M UCNoNnb3oBaHa KeM YrogHo, B TOM 4ucre He obssaTternbHO ¢ Gnarumu
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6€30NacHOCTM B coLManbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO ObiTb CrnyyamHbIX U
HEe3HaKOMbIX JTIOOEWN;

2. 3awumuian cBOK YacTHYH XM3Hb. He ykasbiBan naponuv, TenedoHbl, agpeca, aaty
TBOErO POXAEHUA W  APYry0 JUYHYIO UMHAOPMauUio.  3fOYMbIWMAEHHUKA  MOTyT
MCNoNb3oBaTb Aaxe WHMopMauuio O TOM, Kak Tbl U TBOM POAMTENU NnaHupyeTe
NPOBECTU KaHWUKYIbI;

3. 3awuwan ceow penytaumio - AepXun ee B YACTOTe U 3agaBan cebe Bonpoc: xoten
Obl Tbl, YTOObLI Apyrve nonb3oBaTenu BUAENMU, YTO Tbl 3arpyxaews? [Nogyman, npexae
4YeM YTO-TO onyGnMKoBaTb, HANUCaTb W 3arpy3nThb;

4. Ecnn Tbl rOBOpULLbL C JOObMU, KOTOPbIX HE 3Haellb, HE UCMONb3yM CBOE pearibHoe
UMS 1 OPYTY0 NUYHY0 MHpOpMaLUKN: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beran pasmelueHnsa cotorpaduii B IHTEpHETE, rae Tbl N300paXkeH Ha MEeCTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MEeCTOMOSNOXEHUE;

6. Mpwn pernctpaumm B coumanbHON CETU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPONU,
cocTosimne 13 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTun, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMNONb30BaTh pa3Hble
naponu. Toraa ecnu teb4a B3NOMatoT, TO 3MOYMbILNEHHUKX MofydaT AOCTYN TOSIbKO K
O[IHOMY MECTY, a He BO BCe cpasy.

OnNEKTPOHHbIE AEHbMN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN Ccnocob nnaTtexen, O4HaKo CyLeCTBYIOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NOMYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEHbIMM MNOSIBUNMCH COBCEM HEL4aBHO U UMEHHO M3-3a 9TOr0 BO MHOIMX
rocygapcrBax 4O CUX MOp He MPOMMCAaHO NPO HUX B 3aKOHaX.

B Poccumn xe OHM (PYHKUMOHMPYIOT M O HUX YXe MPOonucaHO B 3akoHe, rae ux
pasgensioT Ha HECKONbKO BUOOB - aHOHMMHbIE U HE aHOHUMHbIe. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTcsa npoBoAUTb onepauun 6e3
noeHTUrKkaumm nonb3oBaTensi, a B HeaHOHMMHbIX MAEHTMdUKAUUA nonb3oBaTens
aBnsaeTca oba3aTtensHon.

Takke cneagyeT pasnuyaTb 3NEKTPOHHbIE hmaTHble AeHbMN (paBHbI rOCYyAapCTBEHHbLIM
BanoTam) W ONEeKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCY4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C INEKTPOHHbIMU AeHbramu:



1. MpuBsKM K cHeTy MOOUNbHBIN TenedoH. ATO caMbl yOOOHbIN 1 BbICTPBIM CNOCO6
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBAsaHHbIn TenedoH noMoxeT, ecnu 3abyaellb CBOW
nnaTexHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIMEHHYO aBTOpU3aLnio
Tebe yxe He BygeT yrpoxaTb ONaCHOCTb KpaXu UM nepexesaTta NiaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam OygeT He MpoCTO yragaTb CrOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYalOT B cebs CTPOYHblE U MPOMUCHbIE BYKBbI, LMIPbI U HECKOSIbKO CUMBOJSIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

OIeKTpoHHas rnoyTa

ONeKTPOHHAas noYta - 3TO TEXHOMOMNS 1 NpefocTaBnsgemMble el yCryrn no nepecobisike u
NOMNyYEHNIO 3NEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
cetn. OBbIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMSAUT criegylowmm  obpasom:
UMs_nonb3oBaTtenda@ums_aomeHa. Takke Kpome nepegayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepeaasatb hansibl.

OcHoBHble coBeTbl No BesonacHon paboTe ¢ 3NEeKTPOHHOW NOYTON:

1. Hago BbiGpaTb NnpaBuUrbHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BecnnaTHbIX MNOYTOBLIX CEPBUCOB, OAHAKO fy4lle OOBEpsATb TEM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasblBa B NUYHOW MOYTE JIMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbiOpaTb
"My3blkanbHbI_haHat@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHyo aBTopusauuio. ATO Korga noMUMO Naposns HYy>KHO BBOOUTb
Kog, npucbinaembin no SMS;

4. Bblbepn CnoxHbln naposib. [na Kaxgoro MOYTOBOro fAwnka AofmkeH ObiTb CBOW
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW fMYHbIA BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yh HeckonbKO MOYMTOBLIX AWMKOB. [lepBbid A5 YaCTHOW MEepennckn cC
agpecatamu, KOTOpbIM Tbl JOBepsielb. JTO 9NEKTPOHHbIN  adpec He Hajo
Mcnonb3oBaTh NpU perncTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUS B NMUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX ApYy3en. Jlyylle yToYHN y HUX, OTNPaBnsanu nn oHn Tebe atn dannsi;

8. lNocne okoH4YaHust paboTbl Ha NOYTOBOM CepBUCE Nepen 3aKkpbiTUEM BKIAAKM C
canTom He 3abyab HaxaTtb Ha "Beitn".

KnbepOynnuHr nnm supTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHNAMM, CcoAepXawumMmmn  OocKopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbIO
PasfiMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynanHrom:

1. He 6pocancs B 6on. Jlyywmit cnocob: nocoBetoBaTbCsA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCrnokouTbcs. Ecnn Tbl HayHelwb
oTBeYaTb OCKOPOMNEeHUAMM Ha OCKOpONneHusi, TO TONbKO elle 6onblie pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTounT BECTU XynuraHcKui obpas BUPTYanbHOM XU3HN. HTEepHET ouKkcupyeT Bce
TBOM AENCTBUS U COXpPaHSET nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBOK BUPTyaribHYIO YeCTb CMOSIOAY;

6. WrHopupyn enuHunyHbIN HeraTuB. OpHopas3oBble OcKopOuTenbHble CoolOLLeHUs
nyywe nrHopuposatb. OBbIYHO arpeccus NpekpaLllaeTca Ha HavanbHOW cTaguu;



7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHUSMN, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLUEHUA C
onpeaerieHHbIX aapecos;

8. Ecnn TbI cBugetenb kubepbynnuHra. TBOM OEUCTBUA: BbICTYNUTbL MPOTMB
npecnegosaTtens, MokasaTb €My, 4YTO €ero [OeucTBus OLEHUBAKTCH HeratmsBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa Ncuxonornyeckas noMoLlb, COOBLNTL B3POCIIbIM
0 paKkTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TeNegoH

CoBpeMeHHble cmapToHbl K nNnaHweTbl cogepxaT B cebe BNOMHe B3POCbIN
dYHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLUUMOHAPHBIMU KOMMNbIOTEPAMW.
OpHako, cpeacTB 3almThl Ans NOA06HbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCUBHO, Kak ans lNK, To xxe camoe
KacaeTcsa 1 MOBUITbHbBIX MPUIOXEHNIA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  yXe nNpakTU4Yecku [[OrHanm HacTosbHble
aHanoru, ogHako paclmpeHve gyHKUMoHana enedeT 3a cobon 6onbLIy CROXHOCTbL U
MEHbLLUYIO 3aLLMLLEHHOCTb.

[laneko He Bce Npou3BOAUTENN BbINyCKaOT OOHOBMEHUS, 3aKpblBaloLMe KpUTUYECKne
YSI3BUMOCTUM AN CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6esonacHOCTM MOBUbHOro Tenedgoxa:

Huyero He siBnsieTca no-Hactodwemy 6ecnnaTHbeiM. Byab ocTopoxeH, Befb Koraa tebe
npeanaratoT 6ecnnaTHbii KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakme-TO MNraTHble
yCnyru;

Adyman, npexae 4yem otnpaBute SMS, ¢oTO Unn BUAEOo. Thbl TOYHO 3Haellb, rae OHU
OyayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENEOHOB;

He 3arpyxan nNpunoxeHnsa OT HEU3BECTHOr0 UCTOYHMKA, Bedb OHWM MOryT codepxaTb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

Mocne ToOro kak Thbl BbIMOELWb C cauTa, rge BBOAWUM NUYHYIO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganu cookies;

Mepuogmyeckn NpoBepsiv, Kakme nnaTHble YyCnyrM akTMBUPOBaHbl HA TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUIBHOrO TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLL U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOrda Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpoBePATL 3TO.

Online wvrpbl

CoBpeMeHHble OHSTarH-UrPbl - 3TO KpacoyHble, 3axBaTblBalOLME pa3BieYeHuUs,
00benHAILWME COTHU ThICAY YerioBeEK No BCeMy Mupy. Urpokn nccnenyot aHHbIA UM
MUp, obLwialTcsa Apyr C OPYroMm, BbINOSHAKT 3a4aHus, cpaxarTcss C MOHCTpaMun u
nony4arT onbiT. 3a YyOOBOMNbCTBME OHW NNATAT: MOKYNakT AUCK, OnfadvsBatoT
aboHeMeHT nnn NnpuobpeTaroT Kakme-To Onunn.

Bce otm cpegctBa mayt Ha noggepxaHwe U pasBuTME Urpbl, a TakKkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aLNK, BbINMYCKAOTCS HOBbIE NaTyu
(umdppoBble 3annaTtku 4ns NPorpamM), 3aKpbiBatOTCSA YA3BUMOCTM CEPBEPOB.

B nogo6HbIX urpax CTOMT onacaTtbCA He CTOSIbKO CBOWMX COMEPHWUKOB, CKOMBbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6&30MacHOCTN TBOErO UFPOBOIrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo nnm cosgaet Tebe HenpuATHOCTH, 3abnoknpyn
€ro B CMNCKe UrPOKOB;

2. Tloxanynca agmMuvHUCTpaToOpaM Wrpbl Ha nMroxoe noBefeHue 3TOro WUrpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaUuIo B npodanne urpsbl;



4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycraHaBnuBan HeoduumarnbHble NaTyn n Moabl;

6. cnonb3yn CnoxHble U pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMYaTb aHTUBMpYC. [1oka Tbl uUrpaewb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

PULLINHT UK Kpaxa NUYHBIX JaHHbIX

OObl4HOM Kpaxkeh OeHer M [OKYMEHTOB CErofHsi YK€ HUKOro He yauBULLIb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMMN 3MOYMbILUIIEHHUKN NEepeMecTUriuCb B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBa UM OULLKHS, rMaBHasa uesnb
KOTOPOro COCTOUT B TMOSyHMEeHUN KOH(UAEHUMAmNbHbLIX [AaHHbIX Monb3oBaTenen -
NOrnMHOB 1 naponen. Ha aHrnuinckom s3bike phishing untaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMM akkayHTOM. Ecnn Tbl nogospeBaellb, YTO TBOS aHkeTa Obina
B3nloMaHa, To HeobxoaMmo 3abrnoknpoBaThb €€ 1 CoobLNTL agMUHUCTPaTopam pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©6e3onacHble Beb-canTbl, B TOM 4uUCne, WHTEPHET-MarasvHoB U
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponun. Takmm obpasom, ecnu T1ebs B3fnomaroT, TO
3M10yMbILLMIEHHUKM NoslydaT SOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMuIio B CETU, a He KO
BCEM,;

4. Ecnun Teba B3nomanu, TO HeobxoguMmo npeaynpeanTtb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3fioManu n, BO3MOXHO, OT
TBOEro MeHun ByaeT paccbinaTbCsa Ccnam 1 CCbINKN Ha PULLNHIOBbBIE CanThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTKNIOYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUs B MUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX Apy3en. Jlydlle yTOYHN y HUX, OTNPaBnAnmM N oHn Tebe aTn dannsl.

Lindposas penytaums

Lindposas penyTtaums - 370 HeraTMBHasi Uy NO3MTMBHas MHoOpMaUnsa B cetu o Tebe.
KomnpomeTupytowasa mnHpopmauns, pasMmelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposasa penyTtaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbcTBa, Yy4ebbl, TBOe (pMHAHCOBOE MONOXeHne, OCOBEHHOCTU
Xapaktepa n pacckasbl 0 65IM3Knx - BCe 3TO HaKanMBaeTCs B CETU.

MHorne noapocTkM NErkoOMbICIIEHHO OTHOCATCS K nNybGnukauuu nndHon nHdopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUA. Thl Jaxe He CMOXeLLb AoraaaTtbCa
0 TOM, 4YTO poTorpadus, pasmeLieHHas 5 neT Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebsa Ha paborTy.

KommeHTapun, pasmelleHne TBOuX poTorpachmm v aApyrme OencTBUS MOTYyT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWI 3Ty
MHpOpMaUuio, nonasia fiv oHa B MOWCKOBbIE CUCTEMbI M COXpaHunacb N OHa, a
rmaBHOE: YTO nogymalroT O Tebe OoKpyxawlime noan, KOTopble HanagyT U yBUOAT 3TO.
Hantn nHgpopmaumo MHOro et Cnycta cMoXeT Nobon - kKak U3 4obpbix NodyxaeHUn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObiTb KTO YrogHO.

OcCHOBHbIEe COBETLI NO 3aLmMTe LNGPPOBON penyTaumnm:

1. Nogyman, npexae 4Yem 4TO-TO NybrMkoBaTb M nepegaBaTb y cebst B 6rore vnn B
coumanbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTP TBOEro Npodouns n ero
coaepXumoro, caenamn ero Tonbko "ona gpysen';



3. He pa3melsan n He ykasbiBan MHopmauuto, kKoTopas MOXeT KOro-nmbo ockopbnsaTb
nnm obmxaTb.

ABTOpCKOE NpaBo

CoBpeMEHHbIE LUKOMBbHUKM - aKTUBHbIE MNONb30BaTENM LMPPOBOro NPOCTPAHCTBA.
OpHako faneko He Bce 3HatT, YTO NOSIb30BaHNUE MHOMMMU BO3MOXHOCTSAMU LMGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEeKTyanbHyt0 COOCTBEHHOCTb.

TepMunH "MHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCS K pPasfiMyHbIM TBOPEHUAM
YeroBEeYEeCKOro yMa, HauuHasi C HOBbIX M300peTeHMi u 3HakoB, OOO3Ha4aloLLMX
COBCTBEHHOCTb Ha NPOAYKTbl M YCRAyrn, W 3akaHuMBasi KHUramu, coTtorpadpusamu,
KMHOUIIbMaMmn U My3blKalibHbIMU MPOU3BEAEHNAMM.

ABTOpCKMe npaBa - 3TO NpaBa Ha UHTENNEKTYyanbHy COBCTBEHHOCTb Ha NPou3BeaeHNs
HayKu, nMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYMNalOT B Ka4eCTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUIN TPYA aBTOopa He ByaeT HanpacHbIM, AacT emy
crnpaBeanvBble BO3MOXHOCTM 3apabotaTb Ha pesynbTaTax CBOEro TpyAa, NonyyuTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHnss aBTopa He MOXeT BOCMPOU3BOOUTb
€ro npou3BedeHne, pacnpocTpaHaTb, MNybrnMyHO AEMOHCTpupoBaTb, MpoAaBaThb,
MMMOPTMPOBATb, NycKaTb B MpokaTt, MyGrMYHO MCMNOMHATb, MOKa3blBaTb/MCMOMHATE B
apupe unn pasmewtatb B VIHTepHeTe.

Mcnonb3oBaHue "nmpaTtckoro” nporpaMMHOro obecneyeHns MoXxeT NpUBECTU K MHOTMUM
pUckam: OT NOTEPU OaHHbIX K TBOUM akkayHTam 0 OnoKMpoBKM TBOErO YCTPONCTBA, rae
yCTaHOBIeHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble U 6GecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWTU B CETU.

O noptane

CeTeBMYOK.pd - TBOW [MaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeWb Yy3HaTb O
6e30onacHOCTM B CETU MOHATHbIM W OOCTYMNHbIM A3bIKOM, @ MpPU BO3HUKHOBEHWUN
KPUTUYECKON cuUTyauum obpatmtbCca 3a coBeTOM. A Takke MNpUHATL y4vacTue B
KOHKypCcax u ctatb caMbiM LUAPOBLIM rpaxkgaHMHOM!



